ABSTRACT Implicit authentication is a new research direction to enhance the privacy protection of smartphones. However, implicit authentication has low robustness due to its vulnerability to environment. Motivated by this, this paper proposes a context-aware implicit authentication, which is a scheme to improve the robustness of authentication by introducing context awareness module. In the scheme, multi-sensor data (including accelerometer, gyroscope, magnetometer, timestamp, pressure, touch size) is first captured in a fine-grained manner to characterize one's touch action. Then, based on various sensors data, gesture features and touch features are extracted by employing both statistical method and distance measurement method. Particularly, one's body posture when touch action happens can be used as context. In each context, we present a weighted sum fusion rule to fuse the results of different features obtained by One-Class SVM (OC-SVM). We have collected 10000+ sensor data from 87 participants for experimental evaluation. The results show that the authentication in an unrestricted environment can achieve a best equal error rate (EER) of 0.0071%, which is more than one percent lower than the non-context-aware authentication. The proposed method can effectively improve the reliability and practicability of implicit authentication.
I. INTRODUCTION
As an indispensable electronic device in people's life, smartphones store a large amount of personal information. To reduce the risk of privacy disclosure, PIN-based password and fingerprint have been commonly integrated on smartphones to authenticate users [1] . These authentication mechanisms are called explicit ones mainly because they require users to participate in an explicit form. Although these mechanisms can protect users' information to some extent, they are vulnerable to the threat of malicious attacks [2] . For PIN-based password, people tend to choose some passwords that are extremely easy to be guessed, making it vulnerable to be attacked. In the case of fingerprint, it only registers the user's fingerprint pattern once, making it easy for the forged fingerprint to be authenticated successfully. To overcome these potential threats, it is a feasible method to additionally enhance users' authentication by introducing
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an unobtrusively authentication mechanism into explicit one, which has been also known as implicit authentication [3] .
Implicit authentication can be realized by behavioral biometrics such as gait recognition, gesture recognition and touch dynamic [4] . One of the benefits of this authentication mechanism is that it only utilizes some embedded sensors of smartphones to capture users' behavior data without the direct involvement of users, so it can be combined with explicit authentication to achieve two-factor authentication. Since 2012, implicit authentication based on touch dynamic has attracted more and more attention [5] - [10] . The biggest difference among these research works is the setting of operational environment. For instance, Zheng et al. [5] asked all the participants to sit on a chair and used their prescribed gestures (hold the phone with their left hands, and tap with their right hand index fingers) to enter PIN. In the process, they collected sensor data to extract behavioral features and achieved a non-intrusive verification mechanism. Sen et al. [6] and Teh et al. [7] allowed users to enter PIN in an unrestricted way. Meanwhile, they collected pressure data and touch screen data to extract features. Then they used these features to implement implicit authentication. These pioneering efforts have verified that i) there is a wide application value to apply one's habit of touching the smartphone to further identify users and ii) for different settings of operational environment, the authentication results in a restricted environment [5] is superior to those in unrestricted one [6] , [7] . Therefore, the majority of the subsequent related researches are based on the data collected in a restricted environment for modeling [8] , [9] .
However, some researchers have pointed out that these authentication methods based on restricted environment have the potential for poor authentication performance in practical application. The main reason is that smartphones are not always stationary and users will use their smartphones in different body postures, e.g., walking, sitting, or standing [8] .
There is still a difference between the same user's touch patterns in different body postures although each user has his/her unique touch habits [10] . Furthermore, not all users are accustomed to using certain gesture to operate smartphones in real life, such as the gestures mentioned in literature [5] . Affected by these restricted conditions, the relevant authentication performance in real life is worse than in experiment.
Unlike the above researches [5] - [10] , we propose an implicit authentication that is adaptive to various body postures and gestures. Firstly, in view of the significant influence of body posture on users' touch actions, we introduce a context-aware strategy in authentication. The term context is considered to be a variety of variables (e.g., environmental conditions, motion, etc.) that may affect the application. Related studies have shown that contextual data plays an important role in improving almost any aspect of the authentication process [11] , [12] . In our study, we consider one's body posture as context. In this way, implicit authentication triggered by different body postures can be accompanied by different authentication sub-models. Thus the adaptability of the authentication system to diverse body postures will be greatly enhanced. Secondly, considering that different people have their own preferred gestures of operating a smartphone, we take one's gestures into account when analyzing user's touch actions. Some gesture-related features are extracted in our method to represent one's gesture habits in a fine-grained way, enabling authentication to respond flexibly to one's gestures.
The purpose of our study is to develop a biometric system to further authenticate users in an unobtrusive manner by analyzing multi-sensor behavior during the user's daily usage of password. Hence, the authentication system proposed here realizes the dual security of protection by combining cryptography and biological behavior authentication. The rationale behind this study is that when different users unlock the smartphone by inputting the password, their keystroke rhythms may be various, and the micro-movements and orientation deflections of the smartphone caused by one's touch habits will be significantly different [5] - [10] , which can be captured by the sensors embedded in the smartphone. Our proposed solution can be integrated into various password protection applications (e.g., PIN unlock application, login application) so as to improve the cryptographic security.
The main contributions of our work are summarized as follows:
• We fuse multiple sensors data from smartphones to construct a comprehensive feature set. Among them, gesture features represent the user's preference to hold smartphone, while touch features deals with the user's unique touch pattern. Most of these features correspond to ratios of inter-class and intra-class between 0.2 and 5, indicating that these features have good discrimination.
• We design a context-aware authentication system, which takes user's body posture as the context. With it, one's posture state can be detected in real time by merging sensor data from accelerometer, gyroscope and magnetometer. In this way, one's touch behavior under different body postures in the authentication phase can adaptively select the most suitable model to achieve authentication, which greatly improves the practicability of authentication.
• With OC-SVM algorithm, the authentication model requires only touch data from genuine user for training.
In the decision-making process, we propose a weighted sum fusion rule related to EER by fusing gesture features and touch features. Compared with existing fusion rules, the proposed EERweight rules achieve better robustness.
The remainder of this paper is organized as follows. Section II overviews the related work. Section III gives the authentication framework. In Section IV, a context-aware implicit authentication method based on multi-sensor behavior is proposed. Simulation and numerical results are given in Section V and we conclude this paper in Section VI.
II. RELATED WORK
Implicit authentication based on touch dynamic is also called as keystroke dynamics, and tapping/touch behavior authentication in related works.
A. IMPLICIT AUTHENTICATION WITH PASSWORD
Implicit authentication with password means that password is still the main authentication method visible to user, and implicit authentication is used to further verify the identity of users by analyzing their touch behaviors during password input.
An earlier study on the feasibility of using touch interaction for implicit authentication was conducted by Clarke et al. [13] . In their study, the keystroke latency and hold-time features were used to characterize the touch rhythms of different people and achieved an equal error rate (EER) of 12.8%. Sen and Muralidharan [6] employed the pressure of touch and keystroke time to construct model user's touch behavior. They conducted an experimental evaluation of data collected from 10 users and got a VOLUME 7, 2019 false acceptance rate (FAR) of 16.0% and false rejection rate (FRR) of 14.0% with 4-digit PIN (''1-5-9-3'').
Afterwards, Giuffrida et al. [14] presented a sensorenhanced keystroke authentication. They showed that some motion sensor data (e.g., accelerometer and gyroscope) are much more effective than keystroke latency in accurately authenticating users. Similarly, Buriro et al. [15] authenticated users by one's touch pattern. They leveraged seven sensors and timestamps to characterize how a user held the smartphone and how he input a 4-digit PIN/ password. BayesNET was employed for authentication and 1% EER was obtained. All these work results showed the superiority of motion sensor in authentication. As a result, most of the subsequent work involved some motion sensors for authentication not just timestamps [16] , [17] .
Based on the study in literature [5] , Wu et al. [18] suggested implicit authentication based on keystroke behaviors. They constructed five behavioral characteristics (acceleration, pressure, size, timestamps and orientation) for users at different keystroke times. What's different is that they captured the user's gesture habits by the size of their touch area. Using SVM for classification, the results showed that the performance of gesture-dependent authentication was much better than gesture-independent authentication, and the corresponding EER was 0.5556% and 1.087% for 8-digit PINs. Afterwards, Praher and Sonntag [19] implemented authentication for smartphones based on keystroke dynamic analysis (KDA) algorithms. They revealed that standard keystroke latency (such as the time between two keystroke events) provided a better result for user authentication on a computer than on a smartphone. It was mainly because the user's gestures had a great deal with the keystroke latency. Unlike a computer, users could input a password through various gestures when they used a smartphone, such as one hand or two hands. Moreover, user with one hand got an EER of 35% for 4-digit PINs in their experiments, while the one with two hands got an EER of 28.15%, indicating that the rhythm one inputted password using two hands was more distinctive.
Recently, Max and Muttukrishnan [20] produced a continuous authentication scheme based on gesture-typing behavior on smartphone. Different from some keystroke latency features used in previous work, they presented some new features for authentication such as time pauses. Their scheme got an EER of 3.58% when typing a single word. The EER was dropped to 0.81% when using 3 words for authentication. Particularly, they analyzed the authentication performance of three different body postures (sitting, standing and walking). The results showed that the EER was particularly high when it came to authentication under walking activities, which indicated that the gesture-typing behavior during walking was significantly different from other body postures. Moreover, consistent with the results of literature [21] , authors found that the authentication accuracy was highest only when the data of the training set and test set were derived from the same body posture. Inevitably, implicit authentication faced performance degradation due to the variability of body posture in practical application [22] .
These studies have shown that it is necessary to take one's body posture and operational gestures into account in touch-based authentication. To begin with, one's various body postures will cause a greater error rate. So that the robustness of the authentication model under different body postures still needs to be improved. Secondly, different people have their own unique gesture preferences (as shown in Figure 1 ) which will affect their touch features. To this end, this paper proposes a multi-sensor authentication that is gesture-independent and posture-independent. 
B. IMPLICIT AUTHENTICATION WITHOUT PASSWORD
Implicit authentication without password is a method to achieve authentication by analyzing users' touch behaviors in various activities of daily use of mobile phones, such as tapping or sliding behaviors in the activities of browsing web pages and articles.
Bo et al. [23] proposed a touch-based authentication mechanism named SilentSense. They captured several data (pressure, area, time duration, acceleration and rotation) for three touch behaviors (tapping, scroll and fling) of users in daily use of the smartphone, realizing an accuracy of 77% with the FRR of 19% and FAR of 21%. Some researchers took advantage of users' touch behavior while using APP to achieve implicit authentication [24] - [27] . However, all of their solutions caused high energy consumption of smartphones.
Shen et al. [28] investigated the feasibility of using touchsliding behavior to authenticate users. Similar to literature [23] , they constructed static and dynamic features for touch behavior in a fine-grained manner. They utilized twoclass classifiers to perform authentication tasks, and evaluated the result using touch data collected from 71 people. For different types of touch operations, the EER between 1.72% and 9.01% was achieved when the operation length was 11.
It is not difficult to find that authentication without password usually causes more resource consumption, and is easily affected by the complexity of touch behaviors and thus has a worse performance. To overcome the above shortcoming, this paper focuses on studying an implicit authentication with password solution, which is with high-precision and lowconsumption.
In these related work, there are still some interesting conclusions. For example, Buriro et al. [29] proposed a gesture-related implicit authentication scheme. Their work further suggested different users have gesture preferences for interacting with handheld devices, such as smartphones, which can be used to effectively distinguish users. Meanwhile, the research work of Wobbrock et al. and Xie and Cao all proved this conclusion [30] [31]. Fierrez et al. [32] analyzed users' sliding/swipe behaviors and proposed a series of touchscreen characteristics. In particular, they used one class classification approach to achieve authentication, so that only the behavior samples of legitimate users were needed to build authentication models for users, which greatly improved the practicability of implicit authentication [33] . Based on these efforts, this paper proposes a series of gesture features to enhance the implicit authentication performance and adopts one class classification method to achieve authentication.
III. FRAMEWORK
The proposed scheme is a two-factor authentication, which combines biometric information with the traditional PIN-based password to improve security. The scheme includes two stages: password authentication and identity authentication. Therefore, this scheme requires impostors to access the system with more information than traditional passwords, which can enhance the robustness of the security system.
As shown in Figure 2 , the framework of proposed scheme is divided into enrollment and authentication phase. In the enrollment phase, the genuine user needs to register an initial password as the first level of authentication. For subsequent modules, data acquisition and feature construction are designed to accurately characterize one's touch behavior pattern. Context detection is employed to detect the user's body postures. To balance the effectiveness and complexity of authentication, we divide the context into two categories: static scenario and dynamic scenario. The former refers to a relatively steady state, such as sitting and standing. The latter refers to a relatively moving state, such as walking and running. Each context is configured with a corresponding authentication model, which is trained by the user's multi-sensor behavior data of each context. In the authentication phase, if the password input by the unknown user is consistent with the generated password, then his touch behavior characteristics will be extracted and adaptively invoke the most suitable authentication model to achieve the second level of authentication.
IV. CONTEXT-AWARE IMPLICIT AUTHENTICATION
Different from previous implicit authentications used to enhance the PIN protection mechanism, our work can automatically detect user's body postures and then provide the corresponding solutions to achieve accurate authentication.
A. DATA ACQUISITION
Research results have shown that the motion sensor data are much more effective than keystroke timings in accurate authentication, and any small perturbations of the smartphones can be measured by motion sensors when users touch the smartphone [7] - [9] . Motivated by this, we characterize one's unique touch patterns by the micro-movement and orientation deflection of the smartphone, which can be captured by the accelerometer, magnetometer and gyroscope sensors. The accelerometer measures the micro-movement of smartphone caused by the force applied by the user to his smartphone. The gyroscope is used to measure the rotation of smartphone. The magnetometer, as an auxiliary tool, can be used not only to record the user's behavior in conjunction with accelerometer and gyroscope but also to further characterize a user's gesture preferences for interacting with smartphones. In addition, timestamp, pressure and touch size corresponding to touch events are recorded for subsequent touch rhythm analysis.
To record users' multi-sensor behavior data, we have developed an Android APP to collect the real-time readings of sensors. Android provides a class called SensorManager that allows developers to record sensors data in a fixed delay after registering sensors with registerlistener(). The four delays provided by android can be listed in Table 1 . We set delay as ''GAME'' level. It is mainly because that these collected data reflect user's behavior biometrics well when the sampling frequency is around 50Hz. Too larger sampling frequency will result in a large amount of redundant information. On the contrary, too smaller sampling frequency will cause the loss of data. Moreover, the library MotionEvent in Android provides a class for tracking finger movements. Events triggered by touch event can be reported by objects of this class, such as timestamps, pressure and touch size.
B. FEATURE CONSTRUCTION
Accurate feature construction is the core of authentication. A feature construction strategy is proposed to investigate the essential features based on the reaction of sensors to touch behavior.
1) SENSOR REACTION TO TOUCH ACTION
We analyze one's behavioral biometrics by observing sensors reaction to the touch action. As pointed out in literature [34] , the orientation sensitivity of the inertial sensors has an effect on the classification performance. To avoid the interference caused by the sensitivity, we add a fourth dimension, termed magnitude (M), into the existing sensory data of XYZ axes, and can be calculated as follows:
where x, y, z indicate sensor's reading along XYZ axes. In particular, the touch action represents the user's behavior of tapping once, while touch behavior represents the user's entire password input process. As shown in the figure, a touch action will cause a jump on the sensor's data, especially for accelerometer. For the PINs containing 6-digit set in the experiment, we can find that the reading of accelerometer will be affected by 6 touch actions to generate 6 jump values. Secondly, there are also significant differences between the user's touch actions in different physical scenarios. Intuitive performance is that one's touch action in the dynamic scenario causes a larger sensor data than in the static scenario.
In addition, we deem that the user's gesture habit of using the smartphone will be helpful for authentication. So, we summarize the data of two users' touch actions over a long period of time to further observe the reaction of these sensors. For user 1, he is accustomed to holding the smartphone with his left hand, and touching the smartphone with the right index finger. User 2 enjoys holding the smartphone with one hand and operating with the thumb of the same hand. Figure 4 illustrates the sensor reaction to the touch actions of two users with different operational gestures. From Figure 3 and Figure 4 , we can get some meaningful observations:
• There are some differences between the touch actions in the static and dynamic scenario, which are especially obvious in the acceleration. Accelerometer performs best in responding to changes of one's body posture, followed by gyroscope and magnetometer.
• As a user enters PIN, the accelerometer records each touch action in a subtle way. The corresponding performance is that a sudden jump will emerge in acceleration when one touches the smartphone. Obviously, the strength of one's touch action is proportional to the acceleration, which is consistent with the research result proposed in literature [23] .
• One's touch action is stable and distinguishable, which is reflected in the similarity between the sensor data caused by multiple operations of the same user and the difference between the sensor data caused by multiple operations of different users.
Based on the above analysis, we choose and extract multisensor features for users based on the characteristics of touch events and gesture habits.
2) MULTI-SENSOR FEATURE CONSTRUCTION
Different from the existing feature sets, we design and construct a novel multi-sensor feature set. We divide features into gesture features and touch features. Gesture features are derived from three motion sensors (accelerometer, magnetometer and gyroscope). Touch features come from acceleration, timestamp, pressure, and size.
• Gesture feature The influence of different operational gesture preferences on touch behavior is mainly manifested in different degrees of micro-movement and direction deflection for smartphone. According to the observation in Figure 4 , this difference directly leads to different data fluctuation trends for motion sensors. It can be seen intuitively that the difference of data fluctuation trend between different users is the most obvious, while the difference of the same user is almost negligible. Accordingly, we construct gesture features based on the following two ways. i) Statistical method: Statistical features can reflect the overall trend of time series, including mean, trimmean, median, range, median absolute deviation (MAD), interquartile range (IQR), second central moment, third central moment, fourth central moment, and variable coefficient. These features with lower computational complexity are primarily used to measure the degree of data fluctuation, which is applied to the fourth dimension (M, see Equation (1)) of three motion sensors. Table 2 gives their detailed descriptions.
ii) Distance measurement method: The distance between time series corresponding to each behavior sample and template by DTW algorithm. We take the 10th time series of genuine user in the training set as the reference template. This feature is used to measure the proximity between other touch behavior data in the testing set and the genuine user's touch behavior, which is very helpful for authentication.
In all, a total of 31 gesture features are obtained, which are composed of 30 statistical features (3 sensors ×10 features) and 1 distance feature.
• Touch feature Most works related to touch-based authentication typically employed some time-based features and spatial touch features to reflect users' touch rhythms (e.g., [35] - [41] ). Common time-related features are: dwell time (i.e., DT) and flight time (i.e., FT). As depicted in Figure 5 , DT refers to the duration of pressing the same button, and FT refers to the interval time between two consecutive keys pressed. For spatial touch features, the relevant work is dominated by the value of pressure and touch size corresponding to the touch event.
Also, we believe that one's touch rhythm is related to pause. Most people will have a pause when inputting a password, especially a longer password. Because users tend to pause for a while when they are considering the position of the next number. For example, when one inputs a password ''1-8-2-5-3-7'' by pressing the button, it may quickly enter ''1-8-2'' and then enter ''5-3-7''. In our study, we regard the end point of n/2 buttons as the pause point, n represents the length of the password. On this basis, some novel time-based and spatial touch features are further extracted. i) Time We measure the time duration between each n/2 buttons be pressed or released, including the press-to-press interval, press-to-release interval, release-to-press interval and release-to-release interval between each n/2 buttons, and the push-to-release interval. As shown in figure 4 , we can get a total of 12 such time intervals for 4-digit password, which constitute the half digraph features.
ii) Pressure and size Considering pauses in the password entry process, we extract spatial features to reflect changes in touch pressure and size with touch rhythms, such as initial value (S init , see Figure 4 ), middle value (S mid , see Figure 4 ), and ending value (S end , see Figure 4 ).
We know that the acceleration can be used as an identifier of the touch event from the analysis in Section IV part B. As shown in Figure 3 , touch event will cause a jump in acceleration values. So, we propose touch stability feature by combining the acceleration and timestamp, as follows:
iii) Touch stability feature Stability features quantify the rhythm of the micromovement change caused by finger-force from the touch event. To calculate touch stability features, we define some variables as listed in Table 3 .
Touch stability features can be calculated as follows:
Similarly, we calculate the max_to_after , min_to_after , avg_to_after , max_to_start , min_to_start , avg_to_start , max_to_end , min_to_end , avg_to_end by replacing avg50msBefore with avg50msAfter, M_start, M_end. Their computational complexities are all linear (O (n)).
In the end, we extract a total of 16 * n-1 touch features, including 4 * (n-1) time-related features, 3 spatial features and 12 * n touch stability features.
C. FEATURE SELECTION
To improve the authentication performance, we conduct feature selection. In general, a ''good'' feature set is characterized by low redundancy and high discrimination.
In our study, correlation coefficient is used to calculate the redundancy between different features, and the ratio of inter-class scatter to intra-class scatter is employed to measure the discrimination of features.
1) FEATURE REDUNDANCY ANALYSIS
Pearson's correlation coefficient is a statistic used to measure the degree of correlation between two variables, and it ranges from -1 to 1. We calculate the correlation coefficients for each pair of features, and if its absolute value is between 0.8 and 1.0, we think that there is a strong correlation between the two features. We observe that the correlation in the gesture features between the mean and the trimmean for each motion sensor is the strongest, with the corresponding correlation coefficient over 0.90. It indicates that for the data distribution of touch behavior, the maximum and the minimum observation values have no significant influence on the concentration of data. While for touch features, the calculated correlation coefficients are all below 0.2, indicating that the information redundancy between these features is minimal. Hence, we will discard the ''trimmean'' in the feature set to ensure that the features are independent on each other.
2) FEATURE DISCRIMINATION ANALYSIS
For selected features, we calculate the inter-class (S B ) and intra-class scatter (S W ) of these features to further evaluate their discriminative abilities.
Assuming that there are n samples belonging to c users for authentication, we define these two indexes of each feature f j as follows:
where m (j) i refers to the mean of the j th feature for user c i , m (j) is the mean of the j th feature for all users, n i represents the total number of touch behavior samples of user c i , x (j) i is the value of the j th feature for user c i . S B reflects the difference between the features of different users, while S W depicts the stability of multi-sensor features for the same user. Intuitively, a feature is more conducive to authentication if the resulting S B is larger and S W is smaller. Therefore, we can calculate the ratio (S BW ) of the two indexes:
The larger S BW indicates the stronger distinguishing ability of this feature for different users. Particularly, S BW = 0 when S B = 0, which indicates that the feature has no contribution to authentication. To illustrate the applicability of the proposed feature set, we calculate S BW of the corresponding features for the touch behavior data of different passwords. Figure 6 gives the result of all features. Obviously, these features show great similarity in the distinguishable ability for different types of password. For example, S BW of most features values ranges from 0.2 to 5, indicating that most multi-sensor features have a positive effect on authentication. Moreover, the distinguishable ability of gesture features is generally better than touch features. In particular, the ''mean'', ''median'' and ''second central moment'' of magnetometer obtain the largest S BW in all features. In the end, the corresponding features of S BW = 0 for all passwords are dropped out.
D. CONTEXT AWARENESS
In our solution, context awareness is employed to distinguish whether a user's body posture belongs to static or dynamic scenario. Hence, we implement a user-independent posture detection by employing binary classification.
To accurately capture the context information, we calculate the vertical and horizontal acceleration (A v and A h ) based on the original sensor data. They can be expressed as follows:
In the same way, we calculate Figure 7 shows the accuracy of posture detection for different classifiers. It is easy to observe that RF classifier provides the best average accuracy. Like RF algorithm, ANN provides a good result with an accuracy rate of almost 100%. For KNN and SVM, the accuracy of the former is close to 95%, and the latter is merely 50%. Furthermore, from the standard deviation of each classifier in the figure, we can find that the RF algorithm is the most robust, followed by KNN and SVM, and finally ANN. Therefore, we expect the RF algorithm to be applied to context awareness.
E. AUTHENTICATION MODEL CONSTRUCTION
The establishment of authentication model can be realized by one-class classification method or two-class one. For oneclass classification, only genuine user data is required in the training stage, but the trained model can be used to classify genuine users as well as each unknown impostors. Moreover, if some users' data other than legitimate user is available, two-class classification can be further implemented. Meanwhile, one-class classification allows for privacy protection, because it does not involve any other users' data. For the application of the two-class learning, the authentication accuracy is often better than that of one-class. However, for this method, the device manufacturer needs to pre-load a part of the anonymous user's data into the smartphone before constructing the authentication system. Then the construction of the binary classification model can be realized by combining the data of genuine users. Like shen et al. [33] , we regard that one-class classification is more suitable for authentication model construction.
In all, OC-SVM is employed to train model in our solution. Let x represent the multi-sensor features (i.e., training instances) of genuine user. In OC-SVM, x will be mapped to the feature space (φ(x)) by kernel technique, and the hyperplane of maximum boundary is used to separate these training instances from the origin. Here, Radial Basis Function (RBF) kernel is used to realize feature mapping, which is defined by:
where x i and x j respectively represent any two instances in x. To obtain the required hyperplane, the following convex programming problem needs to be solved.
Here, ξ i is the slack variable, v is the upper bound of the outlier fraction. Lagrange multipliers α i and β i are introduced for constrains in Equation (14) [42] . The decision function is solved by Lagrange function method, which can be expressed as:
where SV s stands for the indices of support vectors. Then, for an unknown instance y, if f (y) > 0, y is an instance of genuine user. If f (y) < 0, y is an instance of impostor. That is to say, 0 is the decision threshold. However, as shown in Section IV part C, different features have different distinguishable ability (see Figure 6 ). To achieve a more reliable authentication, we make a distinction between gesture features and touch features. Specially, we propose a multi-expert strategy, as shown in Figure 8 . We input the two type features into the OC-SVM classifier and obtain f 1 (y) and f 2 (y), respectively. Then the final decision result will be achieved based on fusion rule. Max, sum and majority voting [43] are the most common multi-expert fusion rules. Table 4 shows the fusion strategy for these rules, where thr is the decision threshold.
In our system, we propose a weighted fusion scheme called EERweight. The weight w i is related to the contribution of some features to authentication. It can be calculated as follows:
where EER i is the equal error rate obtained by authentication of the i th feature set. Here, i ranges in 1 to 2. ''1'' represents gesture feature set, and ''2'' represents touch feature set. Then, for the f 1 (y) and f 2 (y) obtained by these features, we can calculate a new f (x) as follows:
In the end, the decision rule is used to determine the unknown instance y is from genuine user or an impostor:
V. SIMULATION RESULTS AND PERFORMANCE ANALYSIS
A. DATA COLLECTION
1) PARTICIPANTS
For data collection, 87 participants are involved. Part of them came from undergraduate and postgraduate students, and others were social workers from all ages and different institutions. We summarize the demography of the participants in Table 5 . These participants were asked to operate the given devices (vivo V3M A, Redmi3). To achieve an actual reflection of real-world scenarios, participants were allowed to choose their preferred gesture to operate smartphones anytime and anywhere. 
2) PIN SETTING
To evaluate the effectiveness of the proposed scheme, we collected data of multiple sensors under the input of four different kinds of PIN-based passwords. They are
. We focused on 6-digit passwords and 4-digit passwords, mainly because the current PIN unlock is still dominated by 4-digit passwords, while 6-digit passwords are commonly used in mobile payments. Furthermore, the selection of these numbers is carefully considered based on the combination strategy of password selection [7] . Among them, ''1-8-2-5-3-7'' is the most complex password, which includes adjacent and sequence combination strategy. Secondly, for ''1-3-7-9'', it mainly adopts the apart combination strategy. Finally, for ''1-1-1-1-1-1'' and ''1-1-1-1'', they all apply the repetition strategy, representing an extreme situation where passwords can be easily cracked. Most importantly, by selecting these passwords, we can comprehensively evaluate the performance of implicit authentication in terms of password length and password complexity.
3) OPERATIONAL ENVIRONMENT
Since our study is based on context-aware authentication, we deploy three operational environments for data collection. They are: i) static scenario: 30 participants need to use a smartphone to input PIN while standing or sitting; ii) dynamic scenario: the same 30 participants need to use a smartphone to input PIN while walking, walking upstairs or downstairs; iii) free scenario: all participants can use smartphone to input PIN in any way they like. In the above three operating environments, participants' gestures are uncontrolled, so they can hold and touch smartphone in the way they like.
To make the collected data reflect one's behavior habits as realistically as possible, all participants are required to operate the smartphone in different time periods within two days. For evaluating the effect of context awareness, these participants were asked to enter the two PINs mentioned above at least 30 times using a smartphone. Finally, we get a total of 10000+ error-free operations.
B. EVALUATION CRITERIA 1) TRAINING AND TESTING
In the experiment, we specify one of the participants as the owner of smartphone, indicating that he/she is a genuine user, and the remaining participants are impostors. In the training phase, we select 5/6 instances of genuine user to train the authentication model. During the testing phase, the remaining 1/6 instances of the genuine user and instances from all impostors are used to test the model. Moreover, we use 10-fold cross-validation to adjust the parameters of OC-SVM. For the performance evaluation, we repeat the test process 10 times and calculate their average.
2) PERFORMANCE INDICATOR
FAR and FRR are evaluation indicators widely used by biometric authentication systems. FAR is the ratio of the times an impostor is allowed to access the system and the number of times he tried. FRR is the ratio of the times that a genuine user is denied access and the number of he attempted. To comprehensively evaluate these two indicators, we further obtain the EER by changing the threshold applied to prediction until the FAR and FRR are equal.
C. AUTHENTICATION PERFORMANCE ANALYSIS
In this section, we mainly discuss the following four issues:
• What effect does the variability of body posture have on authentication?
• Is context-aware system really helpful in improving the authentication performance in free scenario?
• Is this method effective when the password is very simple?
• What is the difference between this work and other related work?
1) EFFECT OF EXPERIMENTAL ENVIRONMENT
To avoid the effect of environmental changes, some existing researches have focused on implicit authentication in a restricted environment. For example, they only studied user's behavior data which are recorded when he/ she is sitting or walking [4] - [9] . However it is not conducive to practical application for that the user's body posture is variable in real life. And this unavoidable variability will greatly reduce the performance of this authentication method. Motivated by this, we design a context-aware authentication. In this way, the corresponding authentication sub-model of different scenarios (or different body postures) will be applied to authenticate users, so as to improve the authentication performance effectively.
To further state, we analyze the authentication performance by the following two cases: I) the training set and test set are under the restricted environment (sitting or walking), and the majority of the existing works are based on this assumption; II) both the training set and test set are under free scenario representing an unrestricted environment. Obviously, the experimental setup of case II is closer to real-world scenario than case I. Our study lays emphasis on case II. The experimental results are given in Table 6 .
It can be seen from the results that the authentication performance under case I is better than case II. It indicates that VOLUME 7, 2019 no matter how good the performance of the authentication is in a certain environment (e.g., sitting or walking), once the body posture changes in actual application, it will have a bad influence on the certification performance. It further explains why the performance of some studies based on users' behavior in a certain scenario will be degraded in practical application.
For case I, one's touch action is relatively stable in the restricted environment, so the FRR can reach 0.00%. Unlike case I, the environment in case II changes, and this change has a bad impact on both FRR and FAR. The larger FRR indicates that one's touch action in the free environment is unstable, which also confirms that the change of one's body posture has a significant impact on the touch action. Meanwhile, the larger FAR in case II means that there is a greater similarity between the touch actions of different users in the free environment. It is possible that the touch action of someone while walking is similar to the touch action of another user when sitting, thus making the FAR increases.
2) EFFECT OF CONTEXT AWARENESS
To overcome the body posture variability to the practical authentication application, a context-aware authentication system is proposed. Here, we test authentication with and without context awareness to verify the positive impact of context on authentication. The results are summarized in Table 7 . We can find that the performance of authentication with context awareness is better than without context awareness. It is obvious that the value of FRR decreases greatly after the introduction of context awareness. A person touches smartphone in a free situation will reduce the stability of touch behavior due to changes of body posture. After the detection of body posture by context awareness, touch behaviors in different contexts are divided into their own parts, thus improving the stability of authentication. Without context awareness, the EER is around 3%. After introducing context awareness, the average EER is reduced by more than 1%, which demonstrates the effectiveness of the proposed context-aware system.
3) EFFECT OF DIFFERENT PASSWORDS
In general, the shorter and simpler the password entered, the less useful touch behavior information the user can provide. To investigate whether the proposed solution is still valid for the simplest password, we test the authentication under four kinds of passwords involved in our dataset. In Figure 9 , as the number of password repetitions increases and the length decreases, authentication performance will decrease. Applying all features to the most complex password (''1-8-2-5-3-7'') yields an EER of 0.0071%. It seems that a simple password may reduce the difference in behavior features of different users, resulting in a higher EER of the authentication system. After further analysis of these different features, we can find that some touch features only show their superiority under complex passwords, such as pressure and size. Under the passwords ''1-8-2-5-3-7'' and ''1-3-7-9'', the positive impact of these spatial features on authentication is much greater than ''1-1-1-1'' and ''1-1-1-1-1-1''. For touch stability features, it is primarily related to the length of the password. It can be seen that the EER value obtained under the 6-digit password is less than 10%, while under the 4-digit password is above 12%. However, the proposed gesture feature can achieve less than 5% EER under different passwords, which further proves that it has better uniqueness than the traditional touch feature.
In a word, EER of 0.0071% (''1-8-2-5-3-7''), EER of 0.0312% (''1-1-1-1-1-1'') , EER of 0.7143% (''1-3-7-9'') and EER of 0.6344% (''1-1-1-1'') can be obtained by applying all the proposed features, which verify the effectiveness of these proposed features.
4) COMPARISON WITH RELATED SOLUTIONS
In this section, we compare the proposed multi-expert strategy with other related solutions.
Firstly, for our multi-expert strategy, we compare the EERweight fusion rule with some of the most commonly used existing rules. From Figure 10 , we can find that the EER value generated by combining gesture feature and touch feature with EERweight rule is 0.4663%, which is the best result compared with other rules. Under EERweight rule, the EER standard value of 10 iterations is the minimum, indicating its stability. Since the sum rule does not set bias weight, the effect on the authentication is not ideal. For majority voting rules, their effect on the promotion of authentication is worse than EER. The worst results is obtained on max rule.
Secondly, we compare our proposed solution with other popular ones, which can be summarized in Table 8 . Most of existing researches are based on the analysis and testing of touch behavior under certain conditions, such as [5] , [10] and [18] . For these research works, authors only tested their authentication schemes under different conditions, rather than taking all the conditions into consideration. Therefore, regardless of their authentication results in experiment, the practical application will face the challenges posed by the variability of body posture. Although Wang et al. [22] proposed a solution to overcome the influence of posture variability by introducing some noise data, their authentication method only achieved 2.1191% EER under the password ''1-1-1-1''. Moreover, these related works only combined touch events (e.g., key press or release) and sensors data to extract some features for authentication, lacking in-depth analysis of sensors data. Additionally, there are still some researches that used the data of the owner and impostors to realize authentication without fully considering the fact that the actual data resources were hard to obtain.
However, our research focuses on designing a more practical authentication method for smartphone. In data acquisition, we involve more types of sensors to capture one's touch behavior. Then, we design a series of gesture features and construct a series of novel touch features combined with touch rhythm. Particularly, we propose a context-aware approach to overcome the impact of body posture on authentication. By establishing an authentication model with data from owner, we can achieve the best authentication result under the 4-digit password (''1-1-1-1'') with EER of 0.4663%.
VI. CONCLUSION
In this paper, we propose a context-awareness implicit authentication scheme to enhance PIN authentication. This method utilizes three motion sensors and some touch-related time and pressure information to extract one's touch behavior features. We conclude that these sensors can not only capture gesture habits to further distinguish users, but also detect the user's different types of postures. We also adopt a multi-expert fusion strategy (i.e., EERweight) to integrate the authentication results in the score level. Finaly, we verify the effectiveness of the proposed contextaware system by testing authentication for different passwords. The results show that the context-aware system can effectively reduce the EER, keeping it below 1%. Compared with existing related researches, we obtain an EER of 0.4663% under the 4-digit password, which is lower than the 2.1191% EER for the current best authentication performance.
For future work, we plan to further develop a model update system to improve user experience, since user's behavior will be affected by weather, mood, etc. 
